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BLOCK OF DATA + CHAINED TOGETHER
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OUTLINE

▸ BLOCKS 

▸ USE CASES  

▸ WALLETS 

▸ EXCHANGES 

▸ MINING 

▸ THE $55M HEIST 

▸ YOUR OWN - AZURE
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Go to:     tlk.io/sd2017
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HASH

Go to:     anders.com/blockchain/hash.html
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HASHING SECURITY
▸ Based on Diffusion (Shannon, 1945) 

▸ Changing one input bit -> changes many output bits  

▸ bit(i) flips => 0.5 chance b(j) flips 

WARNING: COLLISION!!
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BLOCKS
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BLOCK CHAIN
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DEMO

Go to:     anders.com/blockchain/blockchain.html
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OTHERS VS. BLOCKCHAIN
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USE CASES

▸ Cryptocurrency 

▸ Micro Insurance 

▸ Crowd Funding 

▸ Corporate Shares 

▸ Supply Chain
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CRYPTOCURRENCIES
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BITCOIN (JANUARY 2009 - PRESENT)

Transactions per month (log scale)
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BITCOIN SECURITY

▸ Inflation: 8/15/2010, 184 billion  BTC, detected < 1.5 hours, patched < 4 hours
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EXCHANGES

▸ To trade to fiat or other 
cryptocurrencies 

▸ Bitstamp - Slovenia 

▸ Bitfinex - Hong Kong 

▸ Coinbase - San Francisco 

▸ Coincheck, Coinfloor, itBit, , BTC-e, 
Kraken, BTCChina, etc.
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EXCHANGES SECURITY

▸ Mt. Gox February 2014, $450 M  

▸ Bitfinex August, 2016 - $72 M 
stolen  

▸ Bitthumb , S. Korea’s largest, 
June 2017, >$1M 

▸ Bitstamp April 2015, $5M 

▸ inputs.io Oct, 2014, $1.2M 

▸ DDOS of Major Exchanges 

▸ Linode, Bitcoinica, Bitfloor, 
BIPS, etc.

http://inputs.io
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DIGITAL WALLETS - JAXX.IO

http://JAXX.io


SECURE DELAWARE WORKSHOP 2017 - INIGO THOMAS, PH.D., CISSP

PAYMENTS WITH BITCOIN

▸ Microsoft, DISH, Intuit, Japan, S. Korea 

▸ Goldman Sachs - currency trading?!
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XAPO.COM

DEEP UNDERGROUND VAULTS IN THREE CONTINENTS

SERVERS NOT CONNECTED TO THE INTERNET

GUARDED 24/7.

http://XAPO.COM
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DIGITAL WALLET SECURITY

…IS YOUR RESPONSIBILITY!
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ETHEREUM
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SMART CONTRACTS

▸ Expanded Bitcoin  

▸ Store more than just currency 

▸ Transactions -> mini programs 

▸ Rudimentary stage 

▸ Everybody can agree on : What 
happened and When 

▸ Oracles needed
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THE $55M DAO HEIST

7/17/16:

10/6/17:
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MICRO INSURANCE

▸ Flight, Crop,  Death, Illness, etc.
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STOCKS

▸ Also NV, AZ 

▸ T0
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SUPPLY CHAIN

▸ Walmart-IBM 

▸ SmartLog - IoT  

▸ 300Cubits - TEU 

▸ Maersk - POC
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MINING

▸ Process of adding transaction 
records to the blockchain 

▸ Goal: tamper-resistance 

▸ Intentionally resource-intensive 

▸ Change the Nonce so the hash 
starts with a certain number of 
zeros 

▸ Reward: 12.5 BTC
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LIVE MINING
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MINING SECURITY

▸ Malware, botnets 

▸ Harvard’s Odyssey (’14), NSF (’14), 
Federal Reserve (’17) 

▸ 51% attack
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BLOCK CHAIN PLATFORMS

▸ Hyperledger (Fabric, Sawtooth) 

▸ IBM (Bluemix) 

▸ Ripple (Banks) 

▸ R3 (Corda) 

▸ Quorum (JP Morgan) 

▸ Microsoft’s Coco (any blockchain) 

▸ Microsoft’s Azure (Baas)
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RAPID START UP - AZURE
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QUESTIONS?

THANKYOU!


